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Abstract 
 

System testing is the last phase before the product is 
delivered for customer use and thus represents the last 
opportunity for verifying that the system functions 
correctly and as desired by customers.  System test is time 
consuming in that it involves configuring and testing 
multiple complete, integrated systems (including 
hardware, operating system, and cooperating and co-
existing applications) that are representative of a subset 
of customer environments.  As a result, prioritizing the 
execution order of system test cases to maximize system 
test effectiveness would be beneficial.  We are developing 
a statistical test case prioritization model that uses static 
metrics and system failure data with the goal of 
improving system test effectiveness.        
 
1. Introduction 

Software testing is a strenuous and expensive process 
[2, 3]. Research has shown that at least 50% of the total 
software cost is comprised of testing activities [6, 14]. 
System testing is testing conducted on a complete, 
integrated system to evaluate the system compliance with 
its specified requirements [10]. Configuring and testing 
multiple complete, integrated systems (including 
hardware, operating system, and cooperating and co-
existing applications) that are representative of a subset of 
customer environments is time intensive. System testing 
is the last phase before the product is delivered for 
customer use and thus represents the last opportunity for 
verifying that the system functions correctly and as 
desired by customers [4].  Additionally, companies are 
often faced with lack of time and resources, which can 
limit their ability to effectively complete testing efforts. 
Prioritization of the execution order of test cases in a test 
suite can improve test effectiveness [1, 11-13].  

Test case prioritization (TCP) involves the explicit 
prior planning of the execution order of test cases with 
the intention of increasing the effectiveness of software 
testing activities by improving the rate of fault detection 
[12, 13].  There can be many possible goals behind 
applying TCP, such as: to increase the rate of fault 

detection; to increase statement, branch or function test 
coverage; and/or to increase confidence in system 
reliability [12, 13]. To date, TCP has been primarily 
applied to improve regression testing efforts [11-13] of 
white box, code-level test cases.   

Our research goal is to develop and validate a system-
level test case prioritization model based upon static 
metrics and system failure data to improve system test 
effectiveness.  We will build and validate the model with 
data from industrial products at Nortel Networks, a 
telecommunications company.  Telecommunications 
systems must have high reliability so as to avoid 
communications failures which could potentially cause 
major disruptions in the daily life and workings of society.  
As a result, Nortel and other companies must ensure their 
validation and verification efforts are as effective and 
efficient as possible.   

Nortel Networks also has a history in the development, 
validation, and use of predictive models, such as the one 
we are developing for system test prioritization.  In the 
mid 1990’s, researchers at Nortel developed the Enhanced 
Measurement Early Risk Assessment of Latent Defects 
(EMERALD) [7, 8] decision support system for assessing 
reliability risk with the goal of improving 
telecommunications software  quality as perceived by the 
customer and end user. Trials in 1995 with a very large 
telecommunications system found many benefits to the 
use of EMERALD for guiding development activities, 
including testing efforts and test automation efforts were 
targeted more effectively [9].  Underlying EMERALD is 
a model based upon the static characteristics of the code.  
Our new model will also incorporate system failure data 
from system test and from the field.     
 
2. Metrics Collection 

  The following candidate metrics will be included in 
our model building:   

o Static properties of code, such as code 
complexity; 

o Quantity of filtered (for false positives) alerts 
produced by one or more automated static analysis 
tools; 



o Code churn information; 
o Test coverage; 
o System failure data for a component/file by prior 

system test efforts; and  
o System failure data for a component reported by 

customers in the field 
We will collect a significant quantity of measures for 
these metrics from Nortel products and examine the 
correlation between the metrics and the ultimate measure 
of the quantity of system failures that involve a particular 
file or component.  Metrics that consistently do not 
demonstrate a correlation with field failures are 
candidates to be removed from the predictive model.    
 
3. Model Building and Validation 

 We will use the metrics (as discussed in Section 2) to 
build a prediction model for the number of test and field 
failures for a module.  We will examine the correlation 
between the actual and predicted test and filed failures.  
This correlation is used to quantify the sensitivity of 
prediction. The two correlation techniques that can be 
utilized are (1) the Spearman rank correlation which is a 
commonly-used robust rank correlation technique 
because it can be applied when the association between 
elements is non-linear; and (2) the Pearson bivariate 
correlation is best suited for normally distributed data and 
where the association between elements is linear [5]. A 
positive relationship between the actual and estimated 
values is desired in terms of the more robust Spearman 
rank correlation.  The model will be validated if we can 
demonstrate a strong correlation between the prediction 
produced by the model and the actual results, such as 
within 90%-95% accuracy.   

The modules will be ranked based upon the number of 
test and field failure predicted by the model.  This ranking 
will then be mapped to a traceability matrix which will be 
used to determine the prioritization of the test cases to be 
run. 
 
4. Use and Empirical Assessment at Nortel 

Our empirical assessment of the efficacy of the model 
will involve the use of the model to prioritize the test 
cases of a Nortel product under development.  Our 
primary measure for success is an increase in test 
effectiveness, as computed using Equation 1: 

Test effectiveness = 
 
Defects found by system test 
Defects found by system test + defects reported by 
customers during the first 24 months after delivery  

(1) 
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